
r-----------------------------~~~,------------------------------~ r-~------------------------------~Request for Records Disposition Authority Leave Blank (NARA Use Only) 
(See Instructions on reverse) Job Number 

To National Archives and Records Administration (NARA) 
Washington, DC 20408 ruJ - 51-/" - J J .. 1 

1 From (Agency Dale Recelv;, / I (P / I 0or establishment) 

Office of the Director of National Intelligence 
'Notlflbatlon to Agency 

2 Major Subdrvrsron In accordance with the provrsions of 44 
usc 3303a, the disposition request, in-
cluding amendments, ISapproved except for 

3 Minor Subdrvrsron 

Civil Liberties and Privacy Office (CLPO) 
Items that may be marked "diSposition not 
approved" or "Withdrawn" In column 10 

4 Name of Person with whom to confer s Telephone (Include area code) 

[John F. Hackett	 703-275-2215 

6 Agency Certification	 J 
I hereby certify that I am authorized to act for this agency In matters pertaining to the drsposmon of ItS records and that the records proposed 
for disposal on the attached 6 page(s) are not now needed for the business of thrs agency or Will not be needed after the retention 
periods specified. and that written concurrence from the General Accounting Office, under the provisions of Title 8 of the GAO Manual for 
GUidance of Federal AgenCies 

[i] IS not required	 IS attached D has been requested 

TItle 

I Director of Infor.mation Management 
9 GRS or , 10 J~;tlon 

8 Description of Item and Proposed DIsposition Superseded taken (NARA 
Job Citation Use Only) 

1.	 Records of the Civil Liberties and Privacy Office 
(CLPO). See attached 6 pages. 
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Office of the Director of National Intelligence
 

Civil Liberties and Privacy Office
 

Records Control Schedule 

Background 
The position of CIvil Liberties Protection Officer for the Office of the Director of National 
Intelligence (ODNI) was established by the Intelligence Reform and Terrorism Prevention Act of 
2004 (IRTPA), and It reports directly to the DNI The CIvil Liberties Protection Officer leads the 
ODNI's CIvil Liberties and Privacy Office (CLPO) The duties of the CIvil Liberties Protection 
Officer are to 

1	 Ensure that the protection of crvil liberties and pnvacy IS appropriately Incorporated In the 
pohcies and procedures developed for and Implemented by the ODNI and the elements 
of the Intelligence Community within the Natronal lntelhqence Program, 

2	 Oversee compliance by the Office and the Director of National Intelligence with 
requirements under the Constitution and all laws, regulations, Executive Orders, and 
Implementing quidelmes relating to CIVil liberties and privacy, 

3	 Review and assess complaints and other information indicating possible abuses of CIVil 
liberties and privacy In the administration of the programs and operations of the Office 
and the Director of National lntelhqence and, as appropriate, investigate any such 
complaint or information, 

4	 Ensure that the use of technologies sustain, and do not erode, privacy protections
 
relating to the use, collection, and disclosure of personal information
 

5	 Ensure that personal information contained In a system of records subject to section 
552a of Title 5, United States Code (popularly referred to as the "Pnvacy Act "), IS 
handled In full compliance with fair information practices as set out In that section, 

6 Conduct privacy Impact assessments when appropriate or as required by law, and 
7 Perform such other duties as may be prescribed by the Director of National Intelligence 

or specified by law 

Application of the Records Control Schedule Disposition Instructions 
The drsposrtron instructions In the records control schedule are mandatory Any Federal records 
received or created by CLPO personnel or contractors not specmcally covered by this schedule or 
the General Records Schedules are to be retained until such time as an applicable drspositron 
authority approved by the National Archives and Records Administration (NARA) ISobtained To 
take Into account the flurd nature of electronic filing, those responsible for Implementing this 
schedule should be aware that record copies of record types descnbed In thrs schedule are to 
receive the prescribed disposmon wherever they are filed 

The Information Management Technical Officer with responsrbihty for the records of the CLPO Will 
support effective Implementation of the disposrtron requirements of this schedule through the 
development and Issuance of appropriate operational quidance and supplementary instructions 
necessary to assure adequate and proper documentation of the officral rmssion. responsibumes. 
and actions of the CLPO 

Note on SenSitivity of CLPO Records 
Many of the records addressed In thrs schedule are classmed as national security information In 
accordance with statutory and national policy directives Many of the records series descnbed In 
this schedule contain information classified to the highest levels, requmnq planning for their 
continued secunty until they are declassified or destroyed The user of this schedule should 
assume the subject records are highly classified unless noted otherwise In addition, certain 
senes may contain matenal covered by Privacy Act or Freedom of Information Act restnctions 
other than National Secunty, such as law enforcement information or commercially sensitive 
("trade secrets") information An effort has been made to note these senes 
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Note on Vital Records 
Records management personnel should be alert to the need to Identify vital records so that they 
can be accessed qurckly when needed Vital records are (1) those that specify how the OONI will 
operate In case of an emergency or disaster, (2) those necessary to the OONI's continued 
mission critical operations dunnq and after an emergency, and (3) those that must be preserved 
to protect the legal and financial rights and Interests of the OONI and of persons affected by the 
OONI 

Note on Electronic Records 
The CLPO and staff maintain record copies of many official files In electronic form on both shared 
and individual network drives In addition, some staff members may keep some files on their 
Individual local drives, although this ISdiscouraged Records kept on both the network and local 
Individual drives or other locations that are not disposable under the General Records Schedules 
(GRS) or under this schedule, as approved, are to be moved or copied to the network shared 
drives or systems or kept In paper files, as appropriate, to be retained or destroyed In accordance 
with an approved OONI disposition authority 

Records Descriptions and Disposition Instructions 

Item Title & Description Disposition 

CLPO-1 Civil liberties and Privacy Reports, Reviews, Permanent Paper Records Retain In 
Assessments, and Evaluations Includes privacy current files until no longer needed, and then 
Impact assessments, evaluations of technologies to transfer to OONI storage area Transfer to 
ensure privacy protections are In place, compliance NARA In five-year blocks when most recent 
reports, and reviews of existmq civrl liberties and file In block IS 30 years old 
privacy protection rules Background material for 
these reports fall under Item CLPO 7 Electronic Records Maintain electronic files 

In active system until no longer needed, copy 
to verified accessible format and medium as 
required for preservation and continued 
reference Transfer to NARA when 30 years 
old In a medium and format acceptable to 
NARA In accordance with standards set forth 
In Federal regulations 

CLPO-2 System of Records Notices (SORNS) Final copy 
of notices submitted for publication In the Federal 

Temporary Review five years after date of 
notice Destroy or delete when no longer 

Register describing Privacy Act Systems of Record needed 
Background rnatenal used In development of 
SORNS fall under Item CLPO 7 
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CLPO-3.	 Complaint Records. 

CLPO-3a	 Complaint Case Files. Records of complaints of 
possible abuses of civtl liberties and pnvacy In ODNI 
programs or activities funded by the National 
Intelligence Program, with related correspondence, 
records of meetings, investigation reports, and 
decisions Note OONI Will bring any tustonceuy 
slgntflcant case files to NARA's attention for 
appraisal on a case by case bssu: 

CLPO-3b	 Records Documenting Contacts that Do Not 
Develop into Official Complaints. Logs of 
communications that do not develop Into official 
cases, including Informal advice given 

CLPO-4	 Policy Files. Records that specify significant final 
ODNI or IC policy, decisions, or actions Matenals In 
these flies Include communication matenals, pre-
coordination drafts, initial, intermediate and final 
ODNI drafts, meeting minutes, coordination 
matenals, review matenals, and other 
correspondence used In the development of the final 
pohcies Fmal case package IS kept by either 
MSCllntemal PoliCY Management or the Directorate 
of POliCY,Plans. and Requirements 

CLPO-5	 Records of Boards, councus, and Working 
Groups. Minutes, agendas, decision 
documentation, and copies of matenals Circulated at 
meetings, taken and collected by staff In the course 
of executive secretanal functions Filed under the 
name of the working group, council. or board 
DIsposition based on the reach and authonty of the 
boards With respect to Community-wide policy and 
policy Implementation 

CLPO-5a	 IC Level Board Records. Includes the Intelligence 
Community Focal POints Group and the Intelligence 
Community CIvil Liberties and Pnvacy Council 

Temporary. Review five years after 
resolution of case Destroy or delete when no 
longer needed 

Temporary. Destroy 5 years after date of 
last entry 

Temporary. Review when 3 years old 
Delete or destroy when no longer needed 

Permanent. Paper Records Retain In 
current flies until no longer needed, and then 
transfer to ODNI storage area Transfer to 
NARA In five-year blocks when most recent 
file IS 30 years old 

Electroruc Records Maintain electronic files 
In active system until no longer needed, copy 
to venfied accessible format and medium as 
required for preservation and continued 
reference Transfer to NARA when 30 years 
old In a medium and format acceptable to 
NARA In accordance With standards set forth 
In Federal regulations 
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CLPO-5b	 Agency-Level Working Group and Committee 
Records. Includes ad hoc working groups and 
committees Note No agency-level workmg groups 
have been formed 

CLPO-6	 Briefings and Speeches. These records contain all 
bnefmqs, speeches and roundtable talks and Similar 
Items delivered Within or outside of the CLPO offices 

CLPO-6a	 External Briefings and Speeches. Onqmal records 
related to external bnefmqs, speeches and related 
matenals (handouts, etc) that are disseminated to 
individuals and organizations outside of the OONI 

CLPO-6b Internal Briefings and Speeches. Records related 
to Internal bnefmqs, speeches, and related matenals 
that are disseminated by CLPO personnel to the 
OONI Front Office (ONI, POONI, OIS or successor 
positions) or other OONI organizations 

CLPO-7 Working Papers. 

CLPO-
7a 

CLPO-
7a1 

Substantive Working Papers 

Orafts and other work papers that were coordinated 
outside the Unit of onqm and contain information that 
adds to a proper understanding of the formation and 
development of final products that embody 
significant policies, decrsrons, or actions Such 
products have Community-wide reach, public 
VISibility, initiate change, or set precedent 
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Disposition Not Authorized. OONI will 
submit records for review when and If such 
groups are formed 

Permanent. Paper Records Retain In 

current files until no longer needed, and then 
transfer to OONI storage area Transfer to 
NARA In five-year blocks when most recent 
file IS 30 years old 

Electroruc Records Maintain electronic files 
In active system until no longer needed, copy 
to venfied accessible format and medium as 
required for preservation and continued 
reference Transfer to NARA when 30 years 
old In a medium and format acceptable to 
NARA In accordance With standards set forth 
In Federal regulations 

Temporary. Screen annually and maintain 
In current file areas until no longer needed for 
business purposes, then destroy 

Permanent. Paper records If possible, file 
working papers With the final version of the 
document to which they relate Or, retain In 

current files until no longer needed, then 
transfer to OONI storage area Transfer to 
NARA In five year blocks when most recent 
file In block IS 30 years old 

Electroruc records If possible, file working 
papers In appropriate recordkeepmg systems 
With the final version of the document to 
which they relate Or, maintain In active 
system until no longer needed, copy to 
verified accessible format and medium as 
required for preservation and continued 
reference Transfer to NARA when 30 years 
old In a medium and format acceptable to 
NARA In accordance With standards set forth 
In Federal regulations 
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